CISA REGION 10
MONTHLY WATER SECTOR

CYBERSECURITY WEBINARS

HOW TO SIGN UP FOR WEEKLY CYBER HYGIENE
SCANS AND PERFORM A SELF ASSESSMENT

The webinar is crucial for critical infrastructure owners, operators, and representatives in preparing for a potential “entity
notification” and helping the nation get ahead of the water sector cyber threats.

EACH WEBINAR WILL PROVIDE:

I An introduction of key federal, state, and local partners who work jointly with CISA to help complete
cybersecurity self-assessment.
The Cyber Security Evaluation Tool (CSET) provides a systematic, disciplined, and repeatable approach for
evaluating an organization’s security posture. CSET is a desktop software tool that guides asset owners and
operators through a step-by-step process to evaluate industrial control system (ICS).
Live Demonstration of the Readiness Ransomware Assessment and Cybersecurity Performance Goals
Assessment.

I Discussion on the Incident Management Review process and how to complete multiple self-assessments.

I Real world cyber insights from CISA security advisors.

I An interactive Q&A session to address your state specific and general questions for CISA Region 10.

Emergency Communications Centers
Federal, State, and Local Law
Enforcement
I Legal Professionals
October 16, 2024 https://forms.office.com/g/DHMhWHUGdmM I Cybersecurity Insurance Providers
|
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DATES REGISTRATION LINKS THE WEBINARS WILL HELP IMPROVE
May 15, 2024 https://forms.office.com/g/yEfZViXeW6 CYBER PREPAREDNESS, CYBER
HYGIENE, & CYBER RESILIENCE FOR:
June 12, 2024 https://forms.office.com/g/By5ZcnjDFD " Water Sector Critical Infrastructure
July 17, 2024 https://forms.office.com/g/bcBdOmzgKL | 8%%?2?32}/%%?;?5“/ leadership
August 14, 2024 https://forms.office.com/g/Yeil VvzXkx ~ [I/Security Personnel
|

September 18, 2024 | https://forms.office.com/g/vs7TKVmMMc8i

Managed Security/IT Service Providers
State and Local Emergency
Management Professionals

ALL TIMES 11:00 AM-12:00 PM PT

Virtual via Microsoft Teams (Link sent
LOCATION upon registration)

For more information or to seek additional help,
contact CISA Region 10 at
CISA.R10.0utreach@cisa.dhs.gov

CyHy Scanning information/Sign Up - https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
or https://www.cisa.gov/cyber-hygiene-services

CSET Tool - https://www.cisa.gov/downloading-and-installing-cset

Validated Architecture Design Review (VADR) - this assessment is for larger/mature water districts. Please contact your local
R10 Cybersecurity Advisor (CSA) Chris Ross christopher.ross@cisa.dhs.gov to sign up for this assessment. Please follow this
link for what an example output report would look like: https://www.cisa.gov/resources-tools/resources/validated-
architecture-design-review-vadr-sample-report
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